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1
Decision/action requested

Proposes a new key issue for trusted non-3GPP access.
2
References

[1]
3GPP TS 23.716 “Study on the Wireless and Wireline Convergence for the 5G system architecture”
3
Rationale

Current SA2 study in [1] has a key issue on the Registration and NAS transport for trusted non-3GPP access as follows:
The following aspects need to be investigated to enable trusted non-3GPP access to converged 5G Core Network:

-
the registration procedure of a UE through trusted non-3GPP access to the 5GC and study the impact this may have on the N1,N2 and N3 interfaces.

-
authentication procedures associated with the registration procedure for trusted non-3GPP access as applicable in the scope of SA WG2.
It is proposed here to study the security implicaitons of the registration and authentication procedures based on the conclusions in SA2. 
4
Detailed proposal

The proposal is to include the following key issue in TR 33.807:
Begin of changes
5.x
Key Issue #x: Registration and NAS transport for trusted non-3GPP access
5.x.1
Key Issue Details
The following security aspects need to be investigated to enable trusted non-3GPP access to 5G Core Network:

-
authentication procedures associated with the registration procedure for trusted non-3GPP access and the impact on the security procedures as applicable in the scope of SA WG3.
5.x.2
Security threats
Unauthenticated UEs shall not be able to register for normal service and access tot he 5G core network, else several attacks are possible e.g. it could lead to issues on binding the subscription profile to the session and all related issues on charging/billing, access rights, QoS profile and slicing etc,. The UE could spoof any ID to hijack a subscription, or, UEs could try DoS attacks since the network would accept all UEs via the trusted non-3GPP connection.
5.x.3
Potential security requirements
A UE connecting to the 5G Core network via trusted non-3GPP access shall be authenticated.
End of changes

